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AGENDA

 Key Terms
 History of INFOSEC/ Cybersecurity
 Controlled Unclassified Information (CUI)
 FY19 NDAA Section 889
 National Institute of Standards & Technology (NIST) Scores
 Cybersecurity Maturity Model Certification (CMMC)
 Q & A
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KEY TERMS

• NIST = National Institute of Standards and Technology

• SPRS = Supplier Performance Risk System

• CUI = Controlled Unclassified Information

• CTI = Controlled Technical Information (a subset of CUI)

• CMMC = Cybersecurity Maturity Model Certification 

• FOUO = For Official Use Only
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I WANT YOUI WANT YOU

To Protect Our Info!To Protect Our Info!
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27 MAY 09 – POTUS memo calling for examination of CUI and Interagency Task Force
04 NOV 10 – POTUS issues Executive Order 13556 Controlled Unclassified Information (CUI)
18 NOV 13 – Final rule passed, NIST SP 800-53, Unclassified Controlled Technical Information
01 AUG 15 – DoD publishes guidance on DFARS Clause 252.204-7012 - Safeguarding Unclassified CTI
26 AUG 15 – Interim rule passed, NIST SP 800-171, Covered Defense Information
30 DEC 15 – Interim rule passes, NIST SP 800-171, Operationally Critical Support
14 SEP 16 – 32 CFR Part 2002 introduces the first legal framework for CUI
21 OCT 16 – Final rule passed, NIST SP 800-171
30 OCT 16 – DFARS 252.204-7012 goes into effect 
15 NOV 18 – DoD Memo on implementing CUI
06 MAR 20 – DoD Instruction 5200.48 Established DoD CUI Policy
30 NOV 20 – DFARS interim rule goes into effect requiring NIST score in SPRS to receive awards
04 DEC 20 – Director of National Intelligence requests POTUS kill CUI and EO 13556
31 DEC 20 – Deadline for agencies to issue CUI implementation guidance

01 OCT 25 – CMMC goes into full effect, no award without at least Level 1 certification

HISTORY OF INFOSEC/ CYBERSECURITY
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RECENT INFOSEC CHANGES / CHALLENGES

FY19 NDAA 
Section 
889b

SEP ‘20 NOV ‘20 OCT ‘25

National Institute 
of Standards and 

Technology 
(NIST) Self 
Evaluation 

Scores Req’d

Cybersecurity
Maturity
Model 

Certification 
(CMMC 2.0)

FY19 NDAA
Section
889a

SEP ‘19

No purchases 
from 5 

Chinese firms

No tech 
anywhere in 
supply chain 

from 5 Chinese 
firms

Mandatory NIST 
scores or no 

contract awards, 
and protection of 

all CUI.

Mandatory CMMC 
certification for all 

contractors,      
Levels 1 to 3

DFARS 
Controlled 

Unclassified 
Info. (CUI) 

Clause

OCT ‘16

DFARS 252.204-
7012, Contractors
must comply with 

CUI marking, 
safeguarding, 

reporting
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CONTROLLED UNCLASSIFIED INFORMATION (CUI)

• Original intent was for CUI to replace FOUO with streamlined framework.
• CUI is MORE complex than FOUO 
• CUI clause requirements fall into 3 buckets/lines of effort:

1) CUI marking
2) CUI safeguarding
3) Reporting CUI/cyber incidents to DoD

• DoD Cyber Crime Center is the central node to report cyber incidents:
• KTRs required to submit cyber incidents to DoD: https://dibnet.dod.mil

https://dibnet.dod.mil/
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WWW.DODCUI.MIL

https://www.dodcui.mil/
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NDAA “SECTION 889”
• 2-part initiative directly related to 5 bad actor Chinese firms and their products.
• 2019 – Part 1 prohibited contract award to the 5 Chinese firms.
• 2020 – Part 2 req’d Contractor to certify cyber hygiene, for company & supply chain.

FY19 NDAA 
Section 
889b

SEP ‘20
FY19 NDAA

Section
889a

SEP ‘19

No purchases 
from 5 

Chinese firms

No tech 
anywhere in 
supply chain 

from 5 Chinese 
firms



14NATIONAL INSTITUTE OF 
STANDARDS & TECHNOLOGY (NIST) SCORES

https://www.sprs.csd.disa.mil/nistsp.htm


15NATIONAL INSTITUTE OF 
STANDARDS & TECHNOLOGY (NIST) SCORES
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NIST SCORES STORED IN PIEE/SPRS
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NIST SCORES

• DFARS 252.204-7019/7020 requires NIST score in SPRS.

• As of 30 NOV 20, Contracting Officers must validate score prior to award.

• NIST score now considered part of the responsibility determination. 

• At this point, no minimum score requirement.

• Why? Because the upcoming CMMC cert will specify minimum levels.



18CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC) 

LOW



19CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC) 

LOW

SEP 2020 – DoD published DFARS Interim Rule for CMMC program.
NOV 2020 – Interim rule effective; established 5yr phase-in plan.
MAR 2021 – 850 public comments received on Interim DFARS rule; internal review.
NOV 2021 – CMMC 2.0 updated program structure designed.



20CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC) 

LOW



21CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC) 

LOW
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INFOSEC/ CYBERSECURITY CONSIDERATIONS

• USACE still working through CUI implementation.

• Contractor compliance with CUI marking/safeguarding/reporting increasing.

• Successful implementation of both parts of Section 889.

• Thus far in full compliance with NIST Scores.

• Partnering with Small Business team to inform/train Defense Industrial Base.

• Goal is increased communications with industry; permanent change.

• Monitor CMMC changes and updates as implementation date nears.

• Ongoing conversation to keep our industry partners aligned/informed.



23

Q&A

BUILDING STRONG®
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WWW.DODCUI.MIL/DESKTOP-AIDS

https://www.dodcui.mil/Home/Desktop-Aids/


25NATIONAL INSTITUTE OF 
STANDARDS & TECHNOLOGY (NIST) SCORES

https://www.sprs.csd.disa.mil/nistsp.htm


26CYBERSECURITY MATURITY 
MODEL CERTIFICATION (CMMC) 

LOW

https://www.projectspectrum.io/#!/
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WWW.ACQ.OSD.MIL/CMMC

LOW

https://www.acq.osd.mil/cmmc/index.html
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